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A practical guide to hardening MPLS networks 

Define "zones of trust" for your MPLS VPN environment●

Understand fundamental security principles and how MPLS VPNs work●

Build an MPLS VPN threat model that defines attack points, such as VPN separation, VPN spoofing, DoS●

against the network’s backbone, misconfigurations, sniffing, and inside attack forms
Identify VPN security requirements, including robustness against attacks, hiding of the core infrastructure,●

protection against spoofing, and ATM/Frame Relay security comparisons
Interpret complex architectures such as extranet access with recommendations of Inter-AS, carrier-●

supporting carriers, Layer 2 security considerations, and multiple provider trust model issues
Operate and maintain a secure MPLS core with industry best practices●

Integrate IPsec into your MPLS VPN for extra security in encryption and data origin verification●

Build VPNs by interconnecting Layer 2 networks with new available architectures such as virtual private●

wire service (VPWS) and virtual private LAN service (VPLS)
Protect your core network from attack by considering Operations, Administration, and Management●

(OAM) and MPLS backbone security incidents 

Multiprotocol Label Switching (MPLS) is becoming a widely deployed technology, specifically for
providing virtual private network (VPN) services. Security is a major concern for companies migrating to
MPLS VPNs from existing VPN technologies such as ATM. Organizations deploying MPLS VPNs need
security best practices for protecting their networks, specifically for the more complex deployment models
such as inter-provider networks and Internet provisioning on the network.
 
MPLS VPN Security is the first book to address the security features of MPLS VPN networks and to show
you how to harden and securely operate an MPLS network. Divided into four parts, the book begins with an
overview of security and VPN technology. A chapter on threats and attack points provides a foundation for
the discussion in later chapters. Part II addresses overall security from various perspectives, including
architectural, design, and operation components. Part III provides practical guidelines for implementing
MPLS VPN security. Part IV presents real-world case studies that encompass details from all the previous
chapters to provide examples of overall secure solutions.
 
Drawing upon the authors’ considerable experience in attack mitigation and infrastructure security, MPLS
VPN Security is your practical guide to understanding how to effectively secure communications in an MPLS
environment.
 
"The authors of this book, Michael Behringer and Monique Morrow, have a deep and rich understanding of
security issues, such as denial-of-service attack prevention and infrastructure protection from network
vulnerabilities. They offer a very practical perspective on the deployment scenarios, thereby demystifying a
complex topic. I hope you enjoy their insights into the design of self-defending networks."
—Jayshree V. Ullal, Senior VP/GM Security Technology Group, Cisco Systems®
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From reader reviews:

Marjorie Ingram:

Do you have favorite book? Should you have, what is your favorite's book? Reserve is very important thing
for us to understand everything in the world. Each guide has different aim or perhaps goal; it means that
book has different type. Some people experience enjoy to spend their time for you to read a book. They may
be reading whatever they have because their hobby is actually reading a book. Think about the person who
don't like examining a book? Sometime, man or woman feel need book when they found difficult problem or
exercise. Well, probably you will need this MPLS VPN Security (Self-Study Guide).

Kathleen Land:

Spent a free time to be fun activity to try and do! A lot of people spent their free time with their family, or
their particular friends. Usually they performing activity like watching television, about to beach, or picnic
within the park. They actually doing same thing every week. Do you feel it? Will you something different to
fill your own personal free time/ holiday? May be reading a book might be option to fill your totally free
time/ holiday. The first thing that you will ask may be what kinds of book that you should read. If you want
to attempt look for book, may be the guide untitled MPLS VPN Security (Self-Study Guide) can be good
book to read. May be it can be best activity to you.

Susan Parker:

The reason? Because this MPLS VPN Security (Self-Study Guide) is an unordinary book that the inside of
the publication waiting for you to snap the item but latter it will jolt you with the secret the idea inside.
Reading this book alongside it was fantastic author who have write the book in such wonderful way makes
the content interior easier to understand, entertaining approach but still convey the meaning fully. So , it is
good for you for not hesitating having this any more or you going to regret it. This unique book will give you
a lot of positive aspects than the other book get such as help improving your skill and your critical thinking
technique. So , still want to hesitate having that book? If I ended up you I will go to the book store hurriedly.

Steven Murray:

The book untitled MPLS VPN Security (Self-Study Guide) contain a lot of information on this. The writer
explains your girlfriend idea with easy means. The language is very clear to see all the people, so do not
necessarily worry, you can easy to read it. The book was written by famous author. The author brings you in
the new time of literary works. It is easy to read this book because you can read more your smart phone, or
model, so you can read the book with anywhere and anytime. If you want to buy the e-book, you can open up
their official web-site along with order it. Have a nice study.
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